Application 
Server 



I 



108 



Authentication 
Server 



Network 
Device 



100 



102 



I 



110 



Network 
Device 



Network 
Device 



I 



Network 
Monitor 
Server 



104 




Target 
Network 
Device 



106 



I 



Client Node 
With User 
Interface 



116 



112 



114 



FIG. 1 



202 



MEMORY 



Client Application 



Mobile Agent 
Module 



Object-Oriented Mlt3 
Interface 




216 



214 



MIB Map 



Native Vanable 
Int erface 
SNMP 
Stack 



Annotation 
Layer 



RTOi 



Virtual 
Machine 
Runtime 
Environ me 
nt 




217 



218 



212 



Processor 



211 




204 



206 



Network 
Communication 
Port 



Loopback 
Address 



210 




FIG. 2 



start 



302 



I 



Receive Management Information 
Base Definitions For Network Device 



304 



Parse And Process IVIIB Definitions 
For Network Device 



306 



Generate Object Oriented MIB 
Interface And MIB Map 
Corresponding To MIB Definitions 







( 



End 



FIG. 3 



400 




404A 






FIG. 4 



start 



Network Management Server 
Requests That A Network Device 
Load Operations Associated With A 
Task 



Network Device Accesses 
Application Server For Application 
Corresponding To Requested 
Process 



Application Server Locates 
Application And Transfers To 
Network Device 



Network Device Loads Application 
And Executes Requested Process 



Network Device Results Are 
Provided To Network Management 
Services 



c 



End 



3 



FIG. 5 



602 



Receive Request For 
Network Parameters 

From Application 
Executing On 

Network Device 



612 



Send SNMP 
Request Through 
Network Protocol 

("loopback" 
Address) Of Local 
Network Device 



614 



I 



Network Protocol On 
Local Network Device 
Converts Request 
Into SNMP Request 
For A Network 
Parameter 



Access MIB 
Information For 
Requesting Local 
Network Device 



SNMP Stack 
Retrieves MIB 
Request 



I 



Results Returned To 
Application Executing 
On Local Network 
Device 



616 



618 

FIG. 6 



606 




Send SNMP 
Request For 
Network 
Parameters To 
Network Address 

Of Target 
Network Device 



608 



SNMP Stack On 
Target Network Device 
Retrieves Network 
Parameters 



610 



Results Returned To 
Application Executing 
On Local Network 
Device 



End 



